Lenovo Cyber Resiliency as a Service

Cyber resiliency,
simplified

Stay ahead of cyber threats with one
global team and one managed service.

Now that’s smarter.
Smarter
technology
for all




Simplify for
peace of mind

Cyber threats just keep on coming.

Their numbers are growing, their threat
levels are more damaging with the use
of Al, and their complexity is increasing
massively. The average organization now
encounters hundreds of cyberattack
signals every single second.

Threat landscape is escalating

921 attacks
per second

The estimated number of
password attacks - a 74%
increase in just one year

Add in the increase in ransomware

attacks with cryptocurrency payments for
anonymity, and life isn’t getting any simpler.
Or less expensive.

Costs are skyrocketing

$8 trillion

The cost of cyber crime is
expected to top $8 trillion
in 20232

»

As ever, it’s the front line that’s really feeling
it. IT departments are under pressure, under
resourced, and overwhelmed. Especially
given the surge in cyber threats since the
onset of COVID-19.

Talent is scarce

@_ Y) 4 million
(1};}? Global cybersecurity talent

shortage remains at more
than 4 million people?

As if this landscape isn’t complicated
enough, it’'s made even more alarming

by the vulnerabilities that accompany
today’s growing use of personal devices,
rising reliance on home networks, and the
continuing shift toward hybrid working.

1 Microsoft, Digital Defense Report, 2022
2 Cybersecurity Ventures report, January 2024
3 SC2, Cybersecurity Workforce Study, 2023

It’s time to conquer
complexity

As IT environments get more intricate,
organizations are struggling.

How can you defend against an ever-
increasing variety of attacks? How can
you address all the vulnerabilities and
gaps, while simultaneously managing
multiple vendors to safeguard your data?

It’s a tough balance. Or used to be.

Why get lost in complexity?
Leave it with Lenovo.

Cyber Resiliency as a Service (CRaaS),

our new Gen Al-powered offering, is

a comprehensive, global, end-to-end,
managed service to help you stay ahead of
cybersecurity threats.

Our managed service takes the burden off
your IT teams - strengthened by our alliance
with Microsoft Security Copilot. You gain
everything you need to ward off threats,
and the freedom to ensure nothing gets in
the way of your business vision.


https://www.microsoft.com/en-gb/security/business/microsoft-digital-defense-report-2022
https://www.elitegroup.com/resources/blogs/cybercrime-trends-2023/#:~:text=According%20to%20Cybersecurity%20Ventures%2C%20the,That's%20quite%20a%20statistic!
https://media.isc2.org/-/media/Project/ISC2/Main/Media/documents/research/ISC2_Cybersecurity_Workforce_Study_2023.pdf?rev=28b46de71ce24e6ab7705f6e3da8637e

Stay ahead without the stress

Cutting through complexity, Lenovo Cyber Resiliency as a Service leverages Gen Al

and managed services to simplify the enterprise security ecosystem.

Our solution is strengthened by Microsoft Security Copilot, the first Al-driven security
product that enables security professionals to respond to threats quickly, process signals
at machine speed, and assess risk exposure in minutes.

And by combining the full power of the Microsoft security stack with Lenovo’s fully
managed services, we provide end-to-end security through an as-a-Service consumption
model, closing any gaps that could expose vulnerabilities. The resource and time
efficiencies this brings means you can free up your teams to focus on strategy and
innovation, while also reducing your overhead costs.

Complete protection for your business

Easier management with
support of global experts

Lenovo builds on the Microsoft

Security alliance to deliver

a robust security architecture
that provides seamless

cyber resiliency.
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Fully scalable
to drive productivity

Service model can adapt
whenever needed to support
your evolving organization
and drive your growth.

Count on our reliable support

Expertise and learnings
from global leaders

Expertly managed by the
world’s #1 PC manufacturer
in alliance with Microsoft, we
share learnings to respond to
global threats in real time.

4 Lenovo, Earnings Q3 FY22/23, February 2023
5 Microsoft, Digital Defense Report, 2022

Constant compliance
and updates

We manage all security
and compliance updates
as regulations change - so
you’re always protected
and future-proofed.
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Always on and
ready to respond

We offer the most
comprehensive managed
cyber resiliency solution -
integrating industry-leading
security tools to respond to
a spectrum of threats fast.
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10,000

domains used by cybercriminals
removed by Microsoft to date.®


https://news.lenovo.com/pressroom/press-releases/q3-fy-2022-23/
https://www.microsoft.com/en-gb/security/business/microsoft-digital-defense-report-2022

Services that deliver 360-degree resiliency

Lenovo Cyber Resiliency as a Service covers every part of the NIST Cybersecurity Framework,
ensuring end-to-end cyber protection for your organization.

B Access & Trust Management
Managed |IAM & Privileged Access

W Digital Data Protection
Data Protection & Privacy Services
(Zero-knowledge Proof)

B Cyber Detection & Response
Managed eXtended Detection & Response
SOC-as-a-Service

Lenovo

CRaaS* B Lenovo Incident Response Service
Initial incident assessment

W Visibility & Risk Management
Cyber Readiness Assessment

Bl Compliance Management
3rd Party Risk Management
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 Regulatory compliance

Five pillars Compliance

e Cyber-coverage services
With Lenovo by your side, you can take

the fast track to simplified cyber resiliency.
You’ll be supported by our managed
services, global experts and best-in-class
security technology in alliance

with Microsoft.

Visibility and
risk management

e Cyber-readiness assessment

We can assess your vulnerabilities, * Inventory & asset discovery
determine the right services for you *  Vulnerability management
and, ultimately, drive superior outcomes. « Application security testing

Here are your managed service choices:

Cyber detection
and response

* Managed detection & response
e SOC-as-a-Service
e Incident response services

Digital data
protection

e Data protection & privacy
services (zero-knowledge proof)

*  Email and messaging security
* Encryption Services

 Data masking

e Data security analytics

Access and trust
management
* Managed ldentity and

Access Management (IAM)
& Privileged Access

e ZTNA (Zero-trust network access)
Cloud Access Security Broker

* Secure access Service edge
e Secure cloud gateway




The vision Is yours.

Get there with Lenovo.

Ready to build the best protection for your business

and free your IT teams? Let Lenovo be your cybersecurity
managed services partner with CRaaS and empower
your business continuity.

Get in touch with a Lenovo expert today.

Smarter
technology
for all




