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Executive summary

Smarter
technology
for all

In today’s rapidly evolving education landscape, decision makers face the
challenge of charting the right Al path for their organizations.

Hybrid Al, which strategically integrates public and private cloud resources with
on-device processing' is expected to unlock enhanced productivity, stronger
data privacy, and broader democratization of Al across the education sector.

It represents tangible advancements for all stakeholders in the education
ecosystem, enabling real-time insights, reduced latency, and local decision-

making across distributed workplaces.?

The value of hybrid Al cannot be realized
through hardware alone. It requires an
operating system designed to handle the
demands of Al at the edge. Windows 11
Pro, when combined with AMD Ryzen™ Al

PRO 300 Series processors and enterprise-

grade Lenovo ThinkPad devices, provides
a critical foundation—delivering system-
level Al acceleration, enterprise security,
and seamless manageability. For IT leaders
in education, this is not just a technology
upgrade, it’s a chance to redefine how
people work, how data is protected, and
how higher education institutions scale Al
securely and cost-effectively.
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This white paper explores the
transformative potential of hybrid Al
through the lens of AMD Ryzen™ Al
PRO 300 Series processors, Windows
11 Pro, and Lenovo’s next-generation
ThinkPad T14s. It unpacks their
architecture and capabilities—then
dives into real-world education use
cases and the strategic implications
for higher education leaders looking
to future-proof their organizations.
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Introduction to Hybrid Al

Al in higher education is evolving fast. What once ran solely on cloud infrastructure is now
shifting to a hybrid model—combining on-device and cloud-based processing to meet
the demands of modern campuses. Higher education institutions face rising pressures

to personalize learning, protect student data, support hybrid education, and streamline
administration. Traditional cloud-only models can’t keep pace with these needs.

Hybrid Al helps address these challenges
by reducing latency, keeping sensitive data
on campuses, and improving the speed of
real-time tools—whether in lecture halls,
administration buildings, or research labs.

Ultimately, Hybrid Al delivers a strong value
proposition across all stakeholders in the
higher education ecosystem. Administrators,
IT decision makers, educators, and students
all face unique challenges that Al is poised
to address. Hybrid Al can cater to each

of their unique needs by reducing costs,
improving real time responsiveness and
data privacy, and delivering better, faster,
and more personalized outcomes. Powered

by innovations like AMD Ryzen™ Al PRO
processors and Windows 11 Pro, devices

such as the Lenovo ThinkPad T14s can now
run Al models locally. The result: improved
experiences for students and educators,
lower infrastructure costs for institutions, and
stronger alignment with evolving regulations
like FERPA and GDPR. The following sections
begin to explore how this value uniquely
comes to life for each stakeholder group.

Hybrid Al isn’t just a technology shift; it's a
strategic inflection point as institutions cite
engagement and personalization as top
priorities and 92% of students state they
use Al in some form.3

What is Hybrid Al?

Hybrid Al combines cloud and on-device processing to distribute workloads efficiently
across environments. For higher education institutions, this means running demanding
tasks like Al model training in the cloud, while real-time services—such as helping
professors and administrators with administrative assistance, learning personalization,
or data analysis—are executed directly on Al PCs.

This approach reduces bandwidth strain, lowers latency, and improves security. Sensitive
student data stays on campus, helping institutions meet compliance standards like FERPA
and GDPR, while ensuring fast performance for faculty and learners. Hybrid Al enables a

broad range of academic use cases:

* In the classroom: Adaptive platforms adjust to student needs in real time

* In higher education operations: Al helps automate admissions, financial

aid processing, and scheduling

* In research: On-device computing supports intensive modeling and analysis

without cloud dependence

* On campus: Vision-based systems enhance safety and student services

These gains come to life through devices like Lenovo ThinkPads with AMD Ryzen™ Al PRO
processors. With built-in NPUs (Neural Processing Units), these devices can handle advanced
Al workloads—personal assistants, immersive simulations, security scanning—without sending
data offsite. Windows 11 Pro complements this with local inference capabilities, secure
provisioning, and management tools suited to multi-campus environments.

For higher education, hybrid Al isn’t just efficient—it’s essential to support diverse learners,
scaling digital infrastructure, and staying responsive without compromising control.
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Tangible benefits of Hybrid Al

Hybrid Al enables institutions to run Al where it matters most, both on-campus and off.

For higher education, this approach has three major advantages:

&

Cost efficiency and
resource optimization

By shifting Al workloads to
Copilot+ PCs—specifically
Lenovo ThinkPad T14s
equipped with AMD
Ryzen™ Al PRO 300 Series
processors—can help
institutions reduce reliance
on cloud infrastructure,
lower network strain, and
minimize unnecessary data
transfers. Shifting workloads
to Al-enabled devices like
the Lenovo ThinkPad T14s
reduces cloud usage, network
strain, and data movement.
Institutions gain from local
Al execution in teaching
labs, libraries, and student
devices, while improving
service delivery. Windows

11 Pro, when deployed on
these Al-capable devices,
further simplifies setup and
fleet management, saving
up to $58 per device* and
reducing IT support needs.
Lenovo’s digital workplace
tools further lower end-user
support costs by up to 30%.°
For resource constrained
education institutions,
these savings scale fast—
especially across thousands
of endpoints.

Higher education stakeholder
considerations: Most relevant
for administrators and IT
decision makers

Real-time responsiveness
for learning and operation

Hybrid Al allocates

tasks smartly: local
inference powers real-
time grading, virtual
assistants, and immersive
learning experiences,
while backend tasks—like
curriculum modeling or
enrollment forecasts—run
in the cloud.® Copilot+
PCs improve productivity
for 65% of Lenovo users,
helping instructors focus
more on teaching and
less on time consuming
administrative tasks. This
is especially beneficial in
time-sensitive environments
like exam monitoring,

live research feedback,
or other operational and
administrative tasks.”

Higher education stakeholder
considerations: Most relevant
for administrators, IT decision
makers, and educators

Improved productivity for

58% &

of users

Better data privacy and
student outcomes

With sensitive student

data processed directly on
Copilot+ PCs, institutions can
uphold compliance standards
such as FERPA and GDPR
while reducing their risk
exposure. Student records,
grades, and behavioral
signals remain on-device,
minimizing data leakage and
supporting the deployment
of early intervention systems
in the event of any data or
security breaches. Windows
11 Pro devices show a 58%°®
drop in security incidents and
a 20% lower risk of attacks.*

Higher education stakeholder
considerations: Most relevant
for administrators and students

207

=
—
' lower risk of attacks
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Use cases

When paired with edge computing, loT devices, and institutional systems, Copilot+ PCs
powered by AMD Ryzen™ Al PRO 300 Series processors can transform how higher education
institutions deliver educational resources, manage operations, and support students. Below
are real-world scenarios now being enabled across campuses using Lenovo ThinkPad devices
running Windows 11 Pro, illustrating how Hybrid Al brings value to life across stakeholders.
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Learning and Student support

teaching and services

e Al-assisted * Virtual student
grading and assistants

academic integrity * Early intervention

e Personalized through predictive
content and analytics
adaptive learning

Learning & teaching

Most relevant for administrators, educators,
and students

< Al-assisted grading and academic
integrity: Faculty can accelerate grading
and feedback workflows with on-device
Al tools—supporting tasks such as
identifying plagiarism patterns, flagging
common mistakes, or suggesting rubric-
aligned feedback. These capabilities are
powered by NPUs in AMD Ryzen™ Al PRO
processors, enabling secure and efficient
natural language understanding directly on
the device. This reduces turnaround time
while ensuring that student data remains
local and protected.

[EE

Campus operations Research and

and admin innovation

» Automated * Al-powered labs
scheduling and and simulations

resource allocation | Edge-Al for field

e Campus-wide research and loT
safety and devices
surveillance

* Modern finance
and procurement

« Personalized content and adaptive
learning: Al PCs can adapt content
delivery in real time based on signals
such as student engagement, pace, or
comprehension—modifying quizzes,
content sequencing, or supplemental
materials dynamically. Because these
adjustments are powered by local
inference, students benefit from low-
latency experiences even in offline or
bandwidth-constrained environments.
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Student support & services

Most relevant for administrators, educators,
and students

* Virtual student assistants: Students can
interact with Al-enabled assistants that
help them manage coursework, track
deadlines, or navigate administrative tasks
such as registration and financial aid.
These assistants run directly on Copilot+
PCs, ensuring real-time responsiveness
while keeping sensitive queries and
personal data on the device.

< Early intervention through predictive
analytics: On-device Al models can
proactively flag students who may
face academic risk by analyzing
attendance patterns, assessment trends,
or engagement data without moving
personal data to the cloud. Advisors
and faculty can then take timely action,
improving student retention and
academic outcomes while maintaining full
compliance with data privacy standards
like FERPA.

Campus operations & administration

Most relevant for administrators and
IT decision makers

« Automated scheduling and resource
allocation: Al PCs optimize classroom
bookings, lab availability, and exam
logistics in real time. When paired with
backend systems, they reduce operational
clashes, improve campus space utilization,
and save time for administrative teams to
focus on higher value activities. Hybrid Al
also ensures responsive system execution
without overloading the network.

 Campus-wide safety and surveillance:
Computer vision models running on Al
PCs help monitor building entrances,
dormitories, and sensitive or restricted
spaces—detecting anomalies without

streaming footage off-site. AMD Ryzen™
NPUs and integrated RDNA™ graphics
accelerate video processing, while
Windows 11 Pro locks down the device.

* Modern finance and procurement:
Higher education institutions can
apply enterprise-grade Al to improve
budgeting, spend forecasting, and
vendor contract analysis. Running these
workloads, on-device speeds up insights
and keeps financial data secure—mirroring
best practices from leading corporate
finance teams.

Research & innovation

Most relevant for administrators,
educators, and students

« Al-powered labs and simulations:
Instructors and students in STEM
departments can use Al PCs to run
simulations, process moderate datasets,
or prototype Al applications—ideal
for instructional labs and early-stage
experimentation. Copilot+ PCs provide
sufficient local compute power to
support workflows in tools like Excel,
MATLAB, or Python environments,
enhancing interactivity during classroom
or lab sessions.

+ Edge-Al for field research and loT
devices: For departments working in
the field—such as environmental science,
archaeology, or civil engineering—Lenovo
ThinkPads equipped with AMD Ryzen™
Al PRO processors enable on-site data
processing without relying on continuous
internet connectivity. These Al PCs can
analyze drone imagery, interpret sensor
feeds, or annotate geological scans in real
time—supporting faster, more informed
decision-making at the edge. With on-
device Al execution, researchers maintain
data privacy while achieving critical
insights in the moment.
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AMD Ryzen™ Al PRO 300 Series Processors & PRO Technologies deep dive

The AMD Ryzen™ Al PRO 300 Series is engineered for high-performance Al. With a 3x faster
NPU than the previous generation Ryzen 8040 Series®, these processors are purpose-built to
run generative Al models, applications for academic environments, and real-time inference
directly on-device—without heavy reliance on the cloud. When paired with Windows 11 Pro and
deployed on Lenovo ThinkPad T14s, they offer a secure, manageable, and scalable endpoint

platform ideal for higher education.

AMD RyzenTM Al Pro 300 Series Processors

Delivering multi-layered security from hardware,
OS to the system level

AMD Memory Guard: Helps protect the company’s
sensitive business data when an employee’s PC is lost
or stolen.

NEW Cloud Bare Metal Recovery (cBMR):
Communicates PreOS to recover the system (via cloud)
without shipping the system.

NEW Supply Chain Security (AMD Device Identity):
Authenticates genuine AMD SoCs in customer platforms
and its traceability across the supply chain.

NEW Watchdog Timer: Augments resiliency support
through detection and recovery of hung SoC processes.

« AMD PRO Security—protecting student
data, faculty IP, and campus systems:
Hybrid Al use in education demands a
strong security posture. Institutions handle
sensitive data—grades, health records,
financial aid, faculty files, and proprietary
research—all of which must remain
protected. AMD PRO Security integrates
protection at the silicon, OS, and firmware
levels. Built-in features like the Microsoft
Pluton Security Processor safeguard
credentials and research datasets during
local Al processing. With Windows 11
Pro, institutions gain additional layers of
defense: virtualization-based security
(VBS), Secure Boot, and kernel isolation—
enabling a zero-trust environment aligned
to FERPA and GDPR standards. Whether
securing student records, safeguarding
staff communications, or protecting
research findings from cyber threats,
AMD and Microsoft provide multilayered
coverage.
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OEM System-level

Security Features

Windows® 11 OS Security:
Secured-Core PC L3
Hardware Enforced Stack Protection

AMD Memory Guard

Microsoft Pluton Security
FIPS 140-3 Level 1 Certification

AMD Secure Processor (2.0)

AMD “Zen 5” Architecture
AMD Shadow Stack

----------- YOUR DATA

I AMD security features
Il Partner security features

AMD PRO Manageability—campus-wide
control at scale: Managing thousands

of student and faculty devices across
main campuses, satellite locations, and
remote learners is complex. AMD PRO
Manageability simplifies this with full
lifecycle control—device provisioning,
remote monitoring, asset tracking, and
policy enforcement—via open standards.
With support for Windows Autopilot

and Microsoft Endpoint Manager, IT can
configure and push updates across devices
at scale—ensuring consistency in labs,
lecture halls, or research clusters. Features
like remote KVM (keyboard, video,

mouse) support allow IT teams to resolve
issues without physical access—reducing
downtime and enhancing service delivery.
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« AMD PRO Business Ready—stability
and longevity for academic IT:
Higher education institutions need
platforms they can trust for multi-year
device cycles. AMD PRO Business Ready
ensures long-term platform stability and
hardware consistency—key for maintaining
compatibility with teaching tools,
research software, and security protocols.
Windows 11 Pro enhances this with ISV
certification alignment, long-term support,
and readiness for future Al workloads.
Together, these platforms reduce refresh
disruptions, lower total cost of ownership,
and improve IT planning.

From safeguarding intellectual
property to streamlining device

fleets, AMD Ryzen™ Al PRO 300

Series processors—combined with

PRO Technologies and Windows 11
Pro—deliver the control and confidence
higher education institutions need to
scale Hybrid Al with purpose.

AMD 1
RYZEN Al

PRO 300 Series
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Windows 11 Pro: Built for Al-powered campuses

As higher education embraces the Al revolution, the foundation for future-ready learning lies
in an operating system that can anticipate, adapt, and accelerate innovation. Windows 11 Pro
is purpose-built for this new era—empowering institutions to create intelligent, secure, and
seamlessly connected environments across classrooms, labs, and administration. It equips
educators, faculty, and students with the performance and protection they need today, while
laying the groundwork for the intelligent campus of tomorrow.

* Productivity & performance— « Manageability & stability—streamlined

enabling smarter teaching and learning:
Windows 11 Pro, combined with Microsoft
Copilot, helps faculty plan lessons faster,
personalize content, and navigate multiple
tools with ease. Staff can automate routine
reporting and multitask across systems—
without slowdown. Students benefit

from Al-powered accessibility features
and smooth navigation, even when
working across demanding applications.
Devices running Windows 11 Pro complete
common academic workflows up to

50% faster’. With built-in features like
Snap Assist, DirectStorage, and Copilot,
users experience less friction—whether
delivering a lecture, managing a class
roster, or running a STEM simulation.

Campus-grade security—protecting
students, staff, and research: Universities
and colleges face growing cyber threats.
Windows 11 Pro includes security built

into the OS, hardware, and cloud layers—
reducing exposure and supporting
compliance with standards like FERPA and
GDPR. Institutions migrating to Windows
11 Pro have reported a 58% drop in security
incidents.® Key protections include:

- Microsoft Pluton Security Processor:
Shields credentials, firmware, and
research data at the chip level.

- Virtualization-Based Security (VBS):
Adds secure memory isolation for
sensitive operations.

- BitLocker and Credential Guard:
Prevents data theft in case of loss or
compromise.

When paired with AMD PRO Security
and Lenovo ThinkShield, this stack forms
a zero-trust architecture—critical for
securing everything from student records
to research insights.

IT at scale: Windows 11 Pro simplifies

IT operations across sprawling campus
environments. IT teams can provision,
monitor, and secure thousands of faculty
and student devices remotely using
Microsoft Intune and Endpoint Manager.
Key benefits for campus IT include:

- Autopilot setup and remote wipe
streamline onboarding and offboarding.

- Windows Autopatch reduces
maintenance windows and keeps
systems compliant.

- Long-term support cycles provide
stability for academic planning and
budgeting.

These capabilities help IT maintain
control and minimize downtime, whether
managing classrooms, research labs, or
remote learners.

When deployed on Lenovo ThinkPads
powered by AMD Ryzen™ Al PRO
processors, Windows 11 Pro unlocks a high-
performance foundation for Al workloads
on campus.

e Copilot+ PCs are up to 58% faster than
MacBook Air M3 for Al-driven tasks like
media editing, simulation, and real-time
collaboration (see aka.ms/cpclaims)

« AMD Ryzen™ Al 9 HX PRO 375 CPU
delivers 33% faster CPU performance
than Apple’s M3 Pro, ideal for demanding
campus scenarios.”°

* Devices achieve up to 64% longer video
playback™ and 22% more runtime on
Microsoft Teams®™ supporting longer
lectures, hybrid classes, and virtual
office hours.
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Outlook for higher education

As Al use expands across teaching, research, and campus operations, higher education
institutions need infrastructure that is fast, secure, and scalable. The shift to hybrid Al—
powered by on-device intelligence and cloud flexibility creates a new foundation for delivering
better outcomes for students, faculty, staff, and administrators. AMD Ryzen™ Al PRO 300
Series processors, Lenovo ThinkPad devices, and Windows 11 Pro together form a future-ready
platform designed for the demands of higher education.

Implications for IT decision makers
(ITDMs) in higher education

« Legacy devices can’t keep up: Modern
workloads—like Al-powered grading,
real-time academic alerts, or personalized
content delivery—demand processing
at the edge. Al PCs equipped with AMD
Ryzen™ Al PRO processors deliver up to
50 TOPS of NPU performance, enabling
these use cases to run locally, without
slowdown or constant cloud dependence.
Paired with Windows 11 Pro and Lenovo’s
hardware durability, institutions report
workflow gains of up to 50%.7

« Al Adoption requires built-In security:
As campuses digitize student services
and research becomes more data-
intensive, the risk surface expands. AMD
PRO Security—combined with Microsoft

Workflow ‘ 5 O%

gains of up to

Pluton, Windows 11’s VBS and Credential
Guard, and Lenovo ThinkShield—creates a
zero-trust-ready ecosystem that protects
student records, staff data, and intellectual
property. Institutions moving to this stack
have seen a 58% drop in security incidents.?

Cloud-only models are no longer
cost-effective: Routing every Al task
through the cloud increases latency

and inflates operational spend. Hybrid
Al enables real-time performance while
reducing bandwidth and compute
costs. Windows 11 Pro simplifies device
management with tools like Intune and
Autopilot, while Lenovo’s TruScale DaaS
helps institutions reduce support costs
by up to 30%. The result: lower total cost
of ownership and greater IT control.®

o === drop in security
58A - incidents
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Conclusion

The AMD Ryzen™ Al PRO 300 Series processors represent a significant leap forward in hybrid
Al computing. With advanced Al capabilities embedded directly into the processor, these
chips enable real-time applications with low latency and enhanced on-device data privacy—

essential for today’s education environments.

Paired with Windows 11 Pro and deployed modern academic institutions. As higher

on Lenovo ThinkPad devices, this platform education leaders navigate the complexities
delivers a secure, intelligent, and higher of Al integration, the AMD Ryzen™ Al PRO
education-ready Al experience at the 300 Series processors—combined with
endpoint. Whether supporting personalized Windows 11 Pro and Lenovo reliability—offers
instruction, safeguarding student data, or a scalable, secure, and future-proof solution
powering complex research tasks, it meets tailored for campus-wide impact.

the performance and compliance needs of

Unlock the benefits of real-time, institution-grade Al with the Lenovo
ThinkPad T14s Gen 6—powered by AMD Ryzen™ Al PRO 300 Series

processors and built for Windows 11 Pro.

" Lenovo: Achieve Better Economics and Performance Through Hybrid Al

2 TBR: Hybrid Al- Lenovo Builds a Portfolio Ready to Address the Confluence of Personal
Enterprise and Public Data

3 Student Generative Al Survey 2025, Higher Education Policy Institute

4 Commissioned study delivered by Forrester Consulting, “The Total Economic Impact™
of Windows 11 Pro Devices,” December 2022
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¢ Copilot in Windows (in preview) is available in select global markets and will be rolled out
to additional markets over time. Copilot with commercial data protection is available at no
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8 Windows 11 results are in comparison with Windows 10 devices. Techaisle,
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